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Subject Matter, Nature, and Purpose of Data Processing 

The subject matter, nature, and purpose of data processing depend on the services owed 
by the processor in accordance with the main contract. The modules listed below and the 
associated processing activities therefore apply only to the extent that they have been 
commissioned by the client. 

INTERLOCK 

1. Interlock Manager / Dräger IDM 

a) Basics  
The Dräger Interlock can be configured using the Interlock Manager software. This is 
a breathalyzer ignition interlock device that requires a current measurement of breath 
alcohol content to start a motor vehicle, thereby preventing the vehicle from being 
operated under the influence of alcohol . Personal data is processed here only to the 
extent necessary, particularly for support purposes. However, it is generally not 
possible for the data processor to identify specific individuals in this context. 
 

b) Data categories  
The following categories of personal data are subject to processing: 

− User data (breath alcohol measurement results, possibly with image capture, GPS 
locations; however: generally, no real names or other uniquely identifying 
characteristics) 

− Employee data (e.g., master data of contacts at the client’s premises, such as 
name, job profile, or contact details, e.g., via email address or phone number) 

 
c) Categories of data subjects  

The following groups of people are affected by the processing:  

− Users of the interlock 
− Employees of the client 
 

In all other respects, the provisions of the Framework Agreement for Data Processing 
apply.   
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IMPAIRMENT CHECKS 

2. Dräger SafeTrack 

a) Basics 
Dräger SafeTrack is a Software as a Service (SaaS) solution for monitoring alcohol 
consumption/abstinence among employees, drivers, or patients. In combination with 
the Dräger Alcotest Go app, the Dräger Companion med treatment unit, or the Dräger 
Interlock(r), it enables the documentation, evaluation, and storage of alcohol test 
results in a central location and makes them available to the appropriately authorized 
persons. 

 
b) Data Categories 

The following categories of personal data are subject to processing: 

− Test subject/patient data (e.g., master data such as name, address, and contact 
information such as email address; alcohol/Interlock device measurement results; 
photos; GPS locations) 

− Employee data (e.g., employee master data such as name, job profile, contact 
details such as email address or phone number) 

 
c) Categories of data subjects 

The following groups of people are affected by the processing:  

− Test subjects 
− Employees 

 
In all other respects, the provisions of the Framework Agreement for Data Processing 
apply.   
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3. Dräger add 

a) Basics 
Dräger add enables the documentation of alcohol and drug test results. The collected 
data is aggregated in the web application on a per-customer basis and made available 
to authorized individuals. 

 
b) Data Categories 

The following categories of personal data are subject to processing: 

− Test subject data (e.g., master data such as name, address, and contact 
information such as email address; measurement results from the alcohol testing 
device; photos) 

− Employee data (e.g., employee master data such as name, job profile, contact 
details such as email address or phone number, GPS location of the test) 

 
c) Categories of data subjects 

The following groups of people are affected by the processing:  

− Test subjects 
− Employees 

 
In all other respects, the provisions of the Framework Agreement for Data Processing 
apply.   
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FIRE 

4. Incident Reporting System (EMS) 

a) Basics 
The Dräger Emergency Response System (EMS) enables the sending of emergency 
notifications to firefighters’ mobile iOS and Android devices. Dräger EMS serves as a 
supplementary alerting tool, offering core functions such as emergency notification, 
provision of operational information, transmission of operational data, information 
exchange, administration, and alarm monitoring.  
 

b) Data Categories 
The following categories of personal data are subject to processing: 

− Operation information (e.g., availability, location, details of the operation) 
− Communication data (e.g., for mission coordination) 
− Employee data (e.g., employee master data such as name, contact details such as 

email address or phone number) 
 
c) Categories of data subjects 

The following groups of people are affected by the processing:  

− Employees or emergency personnel 
− Other data subjects, such as those reporting incidents 

 
In all other respects, the provisions of the Framework Agreement for Data Processing 
apply.   
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5. Dräger Smart Rescue System (SRS)  

a) Basics 
The Dräger Smart Rescue System (SRS) is a digital incident information system with 
client management for public safety agencies. This includes the provision of 
information regarding the alarm notification, information about the incident location 
(e.g., in the form of map views, building data, etc.), and the provision of supplementary 
resources (e.g., vehicle rescue maps or hazardous materials information, etc.). 

 
b) Data Categories 

The following categories of personal data are subject to processing: 

− Operational information (e.g., availability, location, nature of the operation) 
− Communication data (e.g., for coordinating the operation) 
− Employee data (e.g., employee master data such as name, contact details such as 

email address or phone number) 
 
c) Categories of data subjects 

The following groups of people are affected by the processing:  

− Employees or emergency personnel 
− Other data subjects, such as those reporting incidents, witnesses, and victims 

 
In all other respects, the provisions of the Framework Agreement for Data Processing 
apply.   
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6. Dräger FireGround 

a) Basics 
Dräger FireGround is a cloud-based management system designed to monitor and 
analyze operations involving Dräger respiratory protection devices. The solution 
consists of three products: 
 
− FireGround App, a local tablet application for on-site incident monitoring, 
− FireGround HUB, for connecting and transmitting data from multiple Dräger 

respiratory protection devices to the FireGround App, 
− FireGround Web, a cloud application for location-independent live and post-

incident monitoring and analysis of operations monitored via the Dräger 
FireGround App. 

 
b) Data Categories 

The following categories of personal data are subject to processing:   

− Administrative information for the web interface (e.g., email address, first and last 
name, and chosen password)  

− Operational data (e.g., deployment time and return time, manual emergency 
signals, deployment type, telemetry data and alarms, breathing air cylinder 
pressure information, exposure to hazardous substances, and duration of use, as 
well as, where applicable, deployment-related data generated by users within the 
application (images, notes) 

− Device data (e.g., device number/device ID, registered fire department items, item 
affiliation, last modification to the item, performance of tests on the device and the 
last visual inspection), as well as the user who performed the respective activity  

 
c) Categories of data subjects 

The following groups of people are affected by the processing:    

− Device users  
− Technicians  
− Administrators  

 

In all other respects, the provisions of the Framework Agreement for Data Processing 
apply.   
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7. Dräger Resource & Asset Management (RAM) & Dräger RAM Link 

a) Basics 
Dräger RAM is a cloud-based asset management system designed for monitoring, 
maintenance, and the execution and documentation of performed maintenance. 
 
Dräger RAM Link is the mobile app and is used for local connection, configuration, and 
on-site maintenance of compatible Dräger devices (e.g., firmware updates, reading 
device data, writing to RFID cards).  

 
b) Data Categories 

The following categories of personal data are subject to processing: 

− Emergency personnel (e.g., employee master data such as name and employee 
ID number; from DataLog: response time, nature of the response) 

− Device data (e.g., device number/device ID, firmware version, configuration 
parameters, DataLogs). 

 
c) Categories of data subjects 

The following groups of people are affected by the processing:  

− Device users 
− Technicians  
− Administrators  

 
In all other respects, the provisions of the Framework Agreement for Data Processing 
apply.   
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8. Drägerware ZMS / FLORIX / FeuerON 

a) Basics  
The Drägerware ZMS / FLORIX / FeuerON system (“ZMS”) is used for the central 
management of data related to fire and disaster protection by state authorities, 
agencies, and institutions of the state, counties, and municipalities, as well as by 
municipal fire departments. Through the application, responsible public authorities 
can view data to fulfill their supervisory functions regarding fire departments or 
municipalities. This includes contact information and data regarding availability, as 
well as the training status of the individual responsible agencies. Furthermore, the 
counties, police departments, and the contracting authority may access anonymized 
data within the application for the purposes of supervisory activities, gathering 
information to promote fire safety, and hazard mitigation planning to compile 
statistics.  

 
b) Data Categories 

The following categories of personal data are subject to processing: 

− Operational information and documentation (e.g., availability, location, nature of 
the operation, equipment, etc.) 

− Communication data (e.g., the responsible agencies and contact persons of the 
fire departments) 

− Employee data (e.g., employee master data such as name, contact details such as 
email address or phone number, data on training status, etc.) 

 
c) Categories of data subjects 

The following groups of people are affected by the processing:  

− Employees or emergency personnel 
− Other data subjects, such as those reporting incidents, witnesses, and victims 

 

 
In all other respects, the provisions of the Framework Agreement for Data Processing 
apply.   
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GAS DETECTION 

9. Gas Detection Connect 

a) Basics  

Dräger Gas Detection Connect is a cloud-based system designed to manage gas 
detectors and provide real-time monitoring of devices and personnel. The system 
focuses on efficiency and enhanced safety in hazardous situations. 
 

b) Data Categories 
The following categories of personal data are subject to processing: 

− mandatory user information for the web interface and smartphone app (email 
address, first and last name, and chosen password)  

− optional user information (e.g., company, workgroup, or position) 
− Device data (e.g., device number/device ID, sensor configuration, firmware 

version) 
− Test data (e.g., test certificates, date and time) 
− Data loggers of the gas detectors  
− Assignment history of the gas detectors 
− Alarms from the gas detectors in use 
− Live location data (not logged) 

 
c) Categories of data subjects 

The following groups of people are affected by the processing:  

− Employees of the client (e.g., device users, technicians, administrators)  
 
In all other respects, the provisions of the Framework Agreement for Data Processing 
apply.   
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10. X-node-Hub / IoT Services 

 
a) Basics 

Dräger X-node Hub / IoT Services connect the gas sensors used in the Dräger X-node 
and transmit their measurement values to a cloud platform where the data is 
visualized, processed, and made available.  

 
b) Data Categories 

The following categories of personal data are subject to processing: 

− Employee data (e.g., employee master data such as name, contact information 
such as email address or phone number) 

 
c) Categories of data subjects 

The following groups of individuals are affected by the processing:  

− Employees  
 
 
In all other respects, the provisions of the Framework Agreement for Data Processing 
apply.   
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11. INARA 

a) Basics 
Dräger INARA offers an efficient and future-proof service concept for monitoring 
critical work on facilities via the digital safety post. Depending on requirements, this 
includes video surveillance, gas data monitoring, access control, and audio 
connectivity across multiple locations through the rapid deployment of available 
equipment and qualified monitoring personnel.  

 
b) Data Categories 

The following categories of personal data are subject to processing: 

− Audio/video recordings 
− Access documentation 
− Events (e.g., alarms, bookmarks) 
− Where applicable, names, master data such as company affiliation, scope of 

authorization 
 
c) Categories of data subjects 

The following groups of people are affected by the processing:  

− Employees of the client 
− Other involved third parties (e.g., cooperation partners, service providers) 

 
In all other respects, the provisions of the Framework Agreement for Data Processing 
apply.   
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12. Dräger X-meas / Software for gas clearance measurements 
 

a) Service Description 
X-meas provides end customers with a platform via native mobile apps (Android, 
iOS) and a web interface that enables the documentation of measurements taken 
with Dräger gas detectors. The platform may offer additional functions such as 
measurement value analysis and interpretation as optional add-ons. 

 

b) Data Categories 
The following categories of personal data are subject to processing:  

− Employee data (contact details such as email address or phone number)  
 

c) Categories of data subjects 
The following groups of individuals are affected by the processing:   

− Employees of the client  
− Other cooperation partners of the client, if applicable  

 

In all other respects, the provisions of the Framework Agreement for Data Processing 
apply.   
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RENTAL AND SHUTDOWN 
13. Rental Robot System  

a) Service Description  

The Rental Robot System is a cloud-based rental and return cabinet for equipment, 
consumables, and other items requiring management. In addition to managing 
operational resources, maintenance monitoring ensures automated and recurring 
operational readiness of mobile Dräger gas technology. This also includes the entry 
and management of user data as well as documentation of necessary equipment 
inspections and services. 

 

b) Data Categories  
The following categories of personal data are subject to processing:  

− Name, email, and phone number (optional) 
− Identification number (employee ID) 
− Qualifications (e.g., as a respirator wearer (may potentially contain health data))  
− Device data (e.g., device number/device ID, item assignment) and the employee 

ID of the person who performed the activity 
 

c) Categories of data subjects 
The following groups of people are affected by the processing:   

− Administrator  
− System user 
− Device users / Renters of the Rental Robot System 

 
In all other respects, the provisions of the Framework Agreement for Data Processing 
apply.   
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WORKSHOP 
14. Mask Fit Test 

a) Basics 
This service includes the performance of fit tests for respiratory protective equipment.   

 
b) Data Categories 

The following categories of personal data are subject to processing: 

− Employee data (e.g., employee master data such as name, contact information 
such as email address or phone number) 

− where applicable, medical characteristics relevant to the fit (e.g., face shape, 
preventive medical examination (G26), etc.) 

 
c) Categories of data subjects 

The following groups of people are affected by the processing:  

− Employees  
 
In all other respects, the provisions of the Framework Agreement for Data Processing 
apply.   
 

  



 

Version 15   Page 15 of  18 

 

Internal 

15. Xpert Eye (Dräger Video Assist) 

a) Basics  

Dräger Safety AG & Co. KGaA Video Assist is used to more quickly identify problems 
with the installation or operation of Dräger products or systems. Within the scope of 
technical possibilities, the customer is supported via video support in clarifying and 
resolving these issues. 
 

b) Data Categories 
The following categories of personal data are subject to processing: 

− Employee data (e.g., employee master data such as name, contact information 
such as email address or phone number) 

 
c) Categories of data subjects 

The following groups of individuals are affected by the processing:  

− Employees  
 
In all other respects, the provisions of the Framework Agreement for Data Processing 
apply.   
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16. Smarttest 
 

a) Basics 
Smarttest is used by service technicians to document test results for Dräger 
products. 

 

b) Data Categories 
The following categories of personal data are subject to processing: 

User data, including: 

− Full name 
− Email address 
− Country of residence 
− User tools 
− Results of tests performed by a user, including: 

• Timestamp 
• User ID 
• Calibrated tools and gases used 

 

Application logs, including: 

− Info and error events 
− User IP addresses 
− Users' operating system, browser type, and version 

 

c) Categories of data subjects 
The following groups of individuals are affected by the processing: 

− Customer employees 
 

In all other respects, the provisions of the Framework Agreement for Data Processing 
apply.   
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17. Training Academy (Training Management) 

a) Basics 
The “Training Academy” module is used for planning, organizing, conducting, and 
evaluating training, education, and continuing education programs. It supports the 
management of trainer profiles, seminar content, and participant data, as well as the 
documentation and evaluation of training programs. The goal is to ensure a consistent 
quality standard and compliance with legal and internal company requirements within 
the scope of training management. 

 

b) Data Categories  
The following categories of personal data are subject to processing: 

− Master data (e.g., last name, first name, title, date of birth, address)  
− Communication data (e.g., email address, phone number)  
− Employment-related data (e.g., position, work location, qualifications)  
− Training data (e.g., participation history, evaluation data, trainer reports)  
− Contract and billing data (e.g., performance records, compensation information) 

 

c) Categories of data subjects  
The following groups of individuals are affected by the processing:   

− Participants in training programs  
− Trainers and training staff  
− Contractors and their agents  
− Subcontractors  
− The client’s employees, to the extent that they are involved in the organization or 

implementation 
 
In all other respects, the provisions of the Framework Agreement for Data Processing 
apply.   
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18. Dräger Service for safety technology products 

a) Basics 
Dräger Service handles the maintenance (inspection, servicing, and repair) of physical 
products/devices. This applies to the various types of access: direct access, 
software-based access, or other access methods provided by the customer. In this 
context, personal data is processed only to the extent necessary for service purposes. 
In the event of a malfunction or as part of maintenance, this may involve the 
measurement results of the affected device; the so-called service logs required for 
this purpose may also contain additional information (e.g., content and usage data). 

 

b) Data Categories 
The following categories of personal data are subject to processing: 

− User data (e.g., master data, measurement results from devices, telemetry data 
− Employee data (e.g., master data of contacts at the client’s premises, such as 

name, job profile, or contact details, e.g., via email address or phone number) 
− Data from the client’s cooperation partners (where applicable; this concerns, for 

example, contact details of other contractual partners of the client for 
coordination purposes) 

 

c) Categories of data subjects  
The following groups of individuals are affected by the processing:   

− Users 
− Employees 
− Where applicable, cooperation partners, contractors, and their vicarious agents  

 

In all other respects, the provisions of the Framework Agreement for Data Processing 
apply.   
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